
62 PharmaEssentia Corporation

Rigorous data privacy and cybersecurity2.6

2 PharmaEssentia’s two main frameworks for cybersecurity
and data privacy protection

Deepening cybersecurity governance and enhancing
the cybersecurity awareness of all our employees

Privacy protection for patients in clinical trials

According to the 2019 Responsible Investing Survey, an ESG investment survey on 799 institutional investors across North 
America, Europe and Asia by RBC Global Asset Management, a subsidiary of the Royal Bank of Canada, cybersecurity 
is one of the top 3 issues most concerned by global institutional investors. In addition, in the annual Global Risk Report 
released by the World Economic Forum in early January, cyberattacks, data fraud and theft, information infrastructure 
destruction and other incidents are also included in the top 10 high risks and impact events in the future. Therefore, to 
protect the Company’s trade secrets and the Company’s competitiveness in the R&D of innovative drugs, the Company 
is cautious in the management of information security. The Company has established an information system cycle in the 
internal control system and entrusts a professional information company that meets the ISO 27001: Information Security 
Management certification for the planning, implementation, maintenance, management and support of the Company’s 
information system. Moreover, the Company has begun to prepare a self-organized information management team, and will 
establish a Cybersecurity Management Committee in 2021 to strengthen information security risk control, complete the ISO 
27001 certification within 5 years, formulate an effective information security management mechanism, and comprehensively 
improve the cybersecurity awareness of all employees.

PharmaEssentia entrusts qualified CROs to conduct clinical trials and ensures that the CROs adopt strict confidentiality 
measures for the collection, processing, and utilization of subject data. In order to avoid the leakage of patients’ personal 
information, in addition to complying with the relevant laws and regulations on personal data protection, the Company also 
complies with the General Data Protection Regulation (GDPR), GCP, Declaration of Helsinki and relevant laws and regulations 
of different countries, such as Taiwan’s Ethical Guidelines for Human Subjects Research and Medical Care Act, to maintain 
the confidentiality of subjects’ personal data and minimize the impact of research on their physical, mental and social status. 
When conducting clinical trials, the Principal Investigator of the trial plan must keep confidential the results of the examinee’s 
examination and the physician’s diagnosis and replace the subjects’ names with numbers. Clinical trial hospitals shall always 
also require relevant researchers participating in clinical trials to pay attention to the privacy of subjects to prevent others 
from infringing on the rights and interests of subjects. Therefore, the patient’s personal information will only be stored in the 
experimental hospital, and the Company cannot identify the subject’s personal data, nor can it obtain their personal data. 
For the Post-Marketing Surveillance Study (PMS study), before obtaining patient medical information, the Company shall 
receive the patients’ consent form to ensure that the patients have agreed, and explain to the patients how the Company 
processes data and protects personal privacy protection, such as use codes in place of names, and locking the database 
with passwords. We aim to improve our responsibility for personal data protection.

• Aim to establish 
a Cybersecurity 
Management 
Committee in 2021.

• Completing the ISO 
27001: Information 
Security Management 
certification within 5 
years.

• Strictly abide with the General Data Protection 
Regulation (GDPR) principles and requirements 
to protect the personal information of patients 
in clinical trials.

• Entrust qualified CROs to conduct clinical trials.
• The patient's personal information will only be 

stored in the experimental hospital, and the 
Company cannot identify the subject's personal 
data, nor can it obtain their personal data.

cybersecurity
Data 

privacy 
protection
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• According to the information system cycle and R&D cycle of internal control.
• Personal Data Protection Act
• General Data Protection Regulation (GDPR)
• Article 73 of the GCP
• Article 9, 24 of the Declaration of Helsinki
• Article 1, 3, 4 of the Ethical Guidelines for Human Subjects Research
• Article 8 of the Medical Care Act

• To protect the Company’s trade secrets and the Company’s competitiveness in the 
development of new drugs, PharmaEssentia has clearly established relevant policies to control 
the Company’s confidential information.

• Regarding the privacy and personal information of patients and employees, the Company 
abides by relevant policies and laws and regulations to ensure the rights and interests of 
relevant stakeholders.

The Information Department and Intellectual Property and Legal 
Affairs Department under the General Management Office, the 
clinical units, sales units, and contracted qualified contracted 
information management companies are responsible for 
information security risk control.

• Equipment: Setting up various network security equipment (such as firewalls) to protect the 
information of various departments.

• Personnel: The Company regularly promotes, establishes the employees’ cybersecurity 
awareness, and organizes education and training.

• Carrying out SAP ERP host restoration drills to practice and verifying the feasibility of post-
disaster restoration and the availability of data backup.

• Implement the operating cycle procedures of the information system.

Policies

Commitments

Responsibilities Resources 
invested

Our specific 
actions

Short- to medium-term goals
• In 2021, self-organize an information management team and establishing the Cybersecurity 

Management Committee.
• Completing cybersecurity policy promotion, education and training, and audits and reviews.
• Cybersecurity management in line with international security regulations.
Long-term goals
• Completing the ISO 27001: Information Security Management certification within 5 years.

Goals and 
targets

• Quarterly cybersecurity review report.
• If there are complaints regarding customer privacy impairment.
• SAP disaster recovery test.

Mechanisms for 
evaluating the 
effectiveness of 
the management 
approach
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Future plans for cybersecurity

In view of the Company’s growing business, the Company is 
gradually preparing its own information team and is expected to 
establish a Cybersecurity Management Committee in 2021. The 
committee will be composed of members from relevant business 
units, and will hold regular meetings on a quarterly basis to 
discuss major issues affecting the cybersecurity system internally 
and externally, and develop appropriate countermeasures and 
practices to effectively protecting the confidential information of 
PharmaEssentia. In the future, the information unit will continue to 
implement the following 3 cybersecurity advocacy and employee 
trainings. Moreover, feedback from employees will be collected 
to ensure that employees are aware of their responsible for 
cybersecurity management.

Employees should abide by laws and 
regulations and various cybersecurity 
norms.

Employees have the obligation to 
participate in various cybersecurity 
promotion and education sessions.

When employees shall discover a 
cybersecurity breach, they should report 
such matters as soon as possible and 
assist in handling them.

• No complaints regarding customer privacy impairment in 2019.
• We passed the 2019 SAP disaster recovery test.

Results of the 
evaluation of the 
management 
approach (2019)
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